ABSTRACT
INTRODUCTION
The University of Derby has been running Digital Forensics and Information Security courses at both undergraduate and postgraduate levels for more than 4 years. Digital Forensics has become increasingly popular as a destination course for many computing students. Perhaps as a result thereof, the number of UK institutions offering this as a bachelor's degree subject has increased dramatically, at the time of writing there were 75 undergraduate courses listed on UCAS.
An important underlying assumption is made within this study that digital forensics is a multi-disciplinary field which encompasses areas of computing, law and science. This view is consistent with that presented by Kessler and Schirling (2006) but somewhat contradictory to that presented by Gottschalk, Liu, Dathan, Fitzgerald and Stein (2005) who suggest that it is in fact a subfield of forensic science. A fuller exploration of these views is outside of the remit of this article but is nevertheless an important area for further research as the set of key professional and technical skills involved in either area of study can differ quite remarkably.
The course at Derby includes three modules related to criminology and IT law (delivered by colleagues from the School of Law), two modules based around forensic science (delivered by academics from the School of Sciences) and has a significant emphasis on Information Security. It is not uncommon for digital forensic courses to offer modules related to Information Security, this means that students undertaking such courses are well placed to pursue opportunities in the Information Security Industry. A combination of the subject areas described here is likely to lead to the emergence of a number of pedagogic issues some of which have previously been identified by Yasinsac et al (2003) .
The problem of students accepting and recognising the justification for certain elements of the curriculum to exist within their chosen degree is one that has been faced by many institutions and courses. For instance, students on the undergraduate Computer Networks course at Derby have in the past questioned the existence of even the most introductory programming modules. This does not seem to have been a problem for the digital forensics course in Derby. Students have not generally questioned the existence of law and even forensic science within the digital forensics curriculum. The induction process (the point at which curricular justification is presented) has in this respect served the course well.
The curriculum at Derby broadly follows the curriculums outlined by Gottschalk et al., (2005) and Yasinsac et al (2003) the latter of whom outlines four employment/further study pathways for students on such a program: digital forensics technician, policy maker, professional and researcher.
Student expectations on such courses can be diverse, there is however little or nothing written about managing these expectations. The observations contained herein have been informed through the study of two cohorts of year one undergraduate students. The first cohort consisted of 23 students, the second cohort of 42 students. The study seeks to explore and investigate what are deemed to be 'isolated' views and perceptions amongst the student cohorts and there is no suggestion that the perceptions explored herein are representative of the entire cohorts. In particular we focus on:
• the perceptions and skill levels of students who come onto the course • the manner in which we deconstruct and manage those perceptions and skills • the complexities of teaching a diverse range of skills.
OBSERVED PROBLEMS
Some of the problems relating to student expectations may be linked to what the term computer forensics conveys and means to students. Other relevant terms to describe the sub-discipline are digital forensics (the term preferred by the authors), network forensics and forensic computing. Some of these terms have been explored by Yasinsac et al (2003) and are not the subject of discussion here.
Unrealistic Career plans and aspirations.
Increased storage capacities and the continued threat of terror attacks are likely to motivate increased employment opportunities in the area of Digital Forensics. The allocation of an additional 650 million pounds to Cyber-Security initiatives announced in the Strategic Defence Review may also stimulate the jobs market (The Stationery Office, 2010).There are however a number of factors which make cohort-wide career aspirations in the digital forensics industry unrealistic:
• Increased University graduate competition. An increasing number of Universities are offering courses in this area and there is likely to be a corresponding increase in competition for employment in this sector. There is probably more opportunity in the Information Security sector. However, students generally do not recognise this.
•
Career progression and pay. Graduates entering the digital forensics market are likely to be paid less than those entering the Information Security sector. A student who completed his master's degree in Forensic Computing and Security in 2010 recently reported that the only suitable job he was able to find was as a "forensic technician" at a starting salary of £14,000 per year. He is currently widening his job search beyond the UK. It is not clear that this is a typical experience partly because we are yet to have students graduate from our undergraduate course. Our postgraduate students have reported that the job market is difficult to negotiate. It is however clear that the job market currently shows no signs of being able to absorb forensics specialists in the numbers graduating from UK degree courses. This situation is likely to have a massive effect on the employability of our students and should impact upon the way in which we design and market our courses. Some further discussion of the jobs market can be found in section four.
• Unrealistic Understanding of Job Roles. Whilst courses such as the one offered at Derby interface well with employers and endeavour to provide students with a realistic understanding of the digital forensics industry, students do nevertheless have an unrealistic understanding of what is actually involved in working in the sector. For instance, students have often not thought through realistically in terms of the potential emotional impact of the material that they will be handling on a daily basis.
Students may well have developed an interest in digital forensics based on portrayals in the media (e.g. C.S.I.). Not only is the reality of the job less glamorous but students are often surprised at how painstaking and time consuming real investigative processes are. Searches which appear to yield results instantaneously in media portrayals can take hours or days in real cases. This isn't helped by experiences on digital forensics courses wherein the digital forensic images that students have to investigate are often deliberately small so as to ensure that tutorial outcomes are achievable, if unaccompanied by appropriate disclaimers, this can contribute to enforcing unrealistic views.
Students coming onto the course generally expect and aspire to careers within a digital forensics technician role. This manifested itself more clearly at Derby when the majority of the first year two cohort seemed generally to restrict their placement applications to opportunities in the digital forensics industry without seeking opportunities more widely in information security or computing in general.
One way to offset this view is to adopt a career centric approach to marketing and presenting the course such that students are introduced to career pathways and post-study professional opportunities at the earliest given opportunity. In addition to this, it may be useful to introduce students to an ontological model such as that proposed by Brinson, Robinson and Rodgers (2006) wherein the study of digital forensics has been classified into a hierarchical model which describes curricular areas within legal, academic, military and private-sector professions. However such a model is intentionally digital forensics specific and does not incorporate related disciplines which the course themes support, it could therefore be modified to reflect specific course themes.
Fuzzy approaches to problem solving.
Digital forensics students are required to be open-minded about potential answers, they need to understand that there are sometimes inconclusive answers to problems. Digital forensic practitioners are not always seeking the end solution (i.e. to prove innocence or guilt), they are often seeking evidence which when brought together and presented logically by a legal practitioner may present a propositional conclusion. This is evidenced by the reports submitted by first year students when they often use phrases such as "this proves the accused was guilty" and "I have no doubt he did it." In the first place their primary purpose is to investigate and not to offer unsolicited opinions on guilt or innocence. In the second place as Smith and Brace (2003) point out the adversarial and ritualistic aspects of the courts do not necessarily respect the findings of software engineers.
The potential size of digital images and the time taken to search them is a well-known bottleneck in digital forensic investigations. There has been a move towards using triage systems (Parsonage, 2009 ) to decide what should be investigated, in what order and priority and what not to investigate. Students will not, at first, be familiar with triage and they can be overwhelmed by the sheer volume of data that can be searched. Students need to cultivate a particular mind-set in order to navigate through all the data. They have an observed tendency to try and search everything when new to the discipline and they have difficulty in devising strategies to narrow down the search space based upon both theories of how criminals may try to cover their tracks and efficiency of search algorithms.
The Digital Forensics sub-discipline therefore requires a particular 'fuzzy' approach to problem solving wherein the solution to the problem (as far as the digital forensic practitioner is concerned) falls within certain boundaries (guilt or innocence) but is not a clear one i.e. a propositional solution. The approach can very rarely, if ever, be to search everything and therefore a methodological approach to building a triage strategy is highly challenging. Suggestions of how to do this and how to weight different options are still under discussion (Rogers et al, 2006; Parsonage, 2009 ) in law enforcement agencies so it is hardly surprising that students struggle to find a suitable framework in which to operate.
Intricate hardware and superior soft skill requirements
Preconceptions such as those described earlier may result in an unrealistic view of the technical nature of the subject area. There are specific architectural issues that digital forensics students need to become more familiar with in comparison with students on other computing (particularly information systems related) courses. Digital forensics students need to develop quite possibly the most intimate level of understanding in terms of hardware and architectural concepts. They need to develop, for example, an intricate understanding of hard disk and file system structures as well as the operating systems and other software related concepts.
At Derby practical laboratory sessions are actively supported by computing technicians as well as lecturers. Technicians, who often find themselves supporting students outside of scheduled classroom hours, have commented that some students do not even have the basic understanding of operating systems or what are the differences between the Mac, Linux and Windows operating systems. They also commented on the need for students to understand the heuristic nature of an investigation which often requires them to think about quite simple questions such as what software is available to hackers and criminals, how is it used and where is it commonly to be found on computer systems. Too often students were seen to be conducting searches with software tools such as Encase before they considered these fundamental questions which would deliver answers and search strategies much more efficiently than unstructured searches.
Even when students showed improvements in formulating investigative strategies they quite often missed some of the fundamental things. Some completely misunderstood the importance of time zones. For instance, the fact that New York was 5 hours behind London was missed leading to a misinterpretation of evidence and leaving it open to challenge in court.
This intricate understanding further broadens destination career pathways and students with such a skill set may indeed progress to hardware design or systems administration related roles.
Conversely students must also possess excellent interpersonal skills -in particular the ability to write and present their work. The experience at Derby has shown two particular professional skills related areas wherein some students can struggle:
• Students have had particular problems with developing the ability to debate and present strong conclusive legal arguments. Some seem fearful of the need to stand up as a witness and defend their findings.
• Some students find the necessity to develop unambiguous and clear reports which defend their arguments, quite challenging.
THE DERBY EXPERIENCE
We have attempted to deal with some of the issues described above by: greater industrial involvement, assessments designed to focus on industrial issues and a deliberate and focussed deconstruction of preconceptions. It is probably too early to present conclusive arguments and responses to some of the problems described herein, in fact there may not be conclusive approaches to resolving these. The responses can therefore be best described as 'work in progress'.
Deconstruction of industry views and biases
For any academic discipline that has been glamorised somewhat by media portrayal, it is important that a process of deconstruction takes place early in the delivery of the course.
Following the experience of the first cohort, the course team undertook to make a deliberate attempt to deconstruct these views. This was done primarily through industrial engagement and industry focussed assessment, however the team also considered it important to address these preconceptions through the induction process at the outset of the cohort experience. There is some focus during the induction process aimed at not only developing a realistic understanding of the industry but also alerting students to opportunities available in the areas of Information Security and also in computing generally.
Industrial Engagement
At least one guest lecture is organised to be delivered by a director or practitioner from within the forensics industry, this is an approach that other academic practitioners within this discipline have also adopted (Troell, Pan and Stackpole 2004) . The focus of the talk is to emphasise the nature of work that a forensic technician may be involved in. The talks thus far have emphasised that:
• There is a growing demand for digital forensic practitioners, however there is also a disproportionate increase in courses focussing on digital forensics. • Digital forensic practitioners may be required to conduct investigations involving contraband material which includes indecent images of children, bestiality and violence. Whilst larger organisations may be better prepared to managing resources so that certain staff are not exposed to this, smaller organisations have less flexibility in this respect. There is also a duty of care on the part of the employers to provide appropriate counselling and access to psychological services for staff exposed to extreme materials. Arguably University courses in digital forensics should also incorporate some techniques on maintaining mental well-being when dealing with such evidence.
•
The digital forensics industry is new, it is undergoing growth and developing in its maturity. Career structures and progression pathways are not as clearly defined as they may be in other industries.
Industry focussed professional skills assessment
A common problem in computing related courses is that of teaching communication and professional skills (CPS). This issue has been addressed at Derby through the tighter integration of CPS within the curriculum. For instance digital forensics is used as the vehicle for all CPS.
The CPS assessment in this case involves the defence of a digital forensics related business proposal under heavy and strict scrutiny by course team members and industrial invitees. The presentation portion of this assessment places the students under heavy pressure.
Amongst other tasks, the students must: Students are also required to present evidence gathered in the course of a simulated digital forensic investigation in a mock court (we have a full size courtroom at Derby University) and to be questioned by members of the law teaching staff to defend and explain their findings. This gives students first hand experience of what it means to be an expert witness.
THE JOBS MARKET
As noted earlier there is are questions about the level and type of job that will be available to our graduates.
One of the problems we face is tracking and quantifying the kinds of jobs that might be suitable. Very few resources exist which quantify the opportunities. An examination of jobs advertised on ITJobsWatch (2010) shows 1100 . Job ranking within IT was 784 compared to 625 in the same period last year. The number of jobs for Forensic Analysts in IT in the same period was only 3. Further interrogation of the statistics available on this one site failed to yield any other obvious digital forensic employment. It is unlikely that our graduates are starting on the salaries quoted on this site yet it is unclear where else they are being employed. Irrespective of the question of how much lower entry level salaries must be, it is abundantly clear that advertised jobs in digital forensics are few whereas the demand for information security professionals is much higher.
A search for "digital forensics", "digital analyst" and related terms turns up a number of individual advertisements but they are limited in number compared to other IT sector opportunities. An example from www.jobsite.co.uk yields an advert for a "computer forensic analyst" with a salary range of £25-£30K, the skills requirements include case management and forensic analysis of computer-based equipment and mobile phones, securing and preserving digital evidence, EnCase, familiarity with ACPO guidelines and "unimpeachable integrity." However, this is a standalone job with no evidence of multiple job opportunities. Similarly, adverts can be found for "mobile phone examiner" and "cell site analyst", for example, but they are few and far between.
Much more work needs to be done to understand the demands of the marketplace and we are currently undertaking a survey of companies working in the forensics area to determine how they recruited existing staff and what their likely demands are for the future. There is an uncomfortable sense that we may be producing too many graduates with the wrong mix of skills to match employment demands.
CONCLUSIONS
Universities develop and promote courses based on student demand and the proliferation of digital forensics courses and application figures bear testament to the fact that demand is still high. In contrast demand for employers for digital forensic practitioners is demonstrably low at present although the current political climate may indicate demand is likely to rise. The authors believe that we have an ethical responsibility to ensure that student expectations are as closely aligned with the reality of the job market as we can achieve. Current employment trends indicate therefore that our courses should be equipping students with broad skills as information security professionals rather than just as digital forensics experts.
Assuming our initial assumptions about the job market are correct and that our observations of student capabilities are representative we make the following recommendations:
• Digital Forensics courses should ensure their curricula include information security skills and course titles should reflect this • The recruitment and induction processes are vital in managing student expectations • Career planning should start in year one
• Generic problem solving skills need to be integrated into courses • Communication skills should be central to digital forensics with students receiving adequate coaching and practice as expert witnesses • Links with industry and commerce are even more important in this field than other aspects of computing.
Current practitioners should be invited to speak to students about both technical subjects and career planning • The ability to classify and triage search problems and presentation strategies are important skills to cover • Strategies for ensuring psychological wellbeing of forensic practitioners should not be optional Universities need to appraise their activities honestly and within an ethical framework. In introducing digital forensics courses we need to rapidly assess the needs of our students and to ensure that our practices and their expectations align with the reality of the employment market. At present there is still a gap which needs to be addressed.
